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Abstract	
  
Some	
  of	
  the	
  key	
  sta-s-cal	
  problems	
  underlying	
  many	
  current	
  
na-onal	
  security	
  applica-ons	
  stem	
  from	
  a	
  common	
  need	
  for	
  
con-nuously	
  deployable,	
  self-­‐adap-ng	
  learning	
  systems.	
  	
  This	
  is	
  
especially	
  true	
  for	
  adversarial	
  classifica-on	
  problems,	
  one	
  
example	
  of	
  which	
  is	
  spam	
  detec-on,	
  where	
  intui-vely	
  the	
  
boundary	
  between	
  the	
  posi-ve	
  and	
  nega-ve	
  classes	
  is	
  constantly	
  
evolving	
  as	
  the	
  adversary	
  improves	
  its	
  a@ack	
  vector.	
  Here,	
  we	
  
present	
  a	
  par-cle	
  learning	
  approach	
  for	
  efficient	
  online	
  	
  
es-ma-on	
  of	
  simple	
  text	
  grammars	
  as	
  represented	
  by	
  
probabilis-c	
  automata,	
  and	
  the	
  development	
  of	
  a	
  semisupervised	
  
classifica-on	
  system	
  based	
  on	
  a	
  flexible	
  class	
  of	
  composite	
  
mixture	
  models.	
  	
  

Probabilistic	
  Automata	
  

Case	
  Study:	
  Email	
  Spam	
  Detection	
  

•  Implemented	
  in	
  high-­‐performance	
  C++	
  
• Seamless	
  and	
  straighGorward	
  instan-a-on	
  of	
  new	
  models	
  	
  	
  
	
  	
  	
  	
  à	
  The	
  composite	
  mixture	
  model	
  structure	
  allows	
  specifica-on	
  of	
  a	
  joint	
  probability	
  
model	
  for	
  heterogeneous	
  collec-on	
  of	
  independent	
  variables	
  without	
  requiring	
  complex	
  
embeddings.	
  
• Specifica-on	
  of	
  arbitrary	
  configura-ons	
  of	
  exponen-al	
  family	
  distribu-ons	
  
• Currently	
  implemented	
  distribu-ons:	
  Gaussian,	
  exponen-al,	
  Poisson,	
  beta,	
  mul-nomial,	
  
and	
  PDFA	
  
• Our	
  general	
  approach	
  is	
  flexible	
  and	
  applicable	
  to	
  a	
  vast	
  array	
  of	
  domains,	
  such	
  as	
  real-­‐
-me	
  threat	
  detec-on,	
  real-­‐-me	
  video	
  surveillance,	
  real-­‐-me	
  energy	
  distribu-on,	
  and	
  
bio-­‐surveillance.	
  
• Applicable	
  to	
  regression	
  and	
  mul-class	
  classifica-on	
  problems	
  
• Automa-c	
  anomaly	
  detec-on	
  

How	
  Can	
  This	
  Method	
  Be	
  Useful	
  to	
  Your	
  Problem?	
  

It’s	
  Only	
  Getting	
  Better	
  and	
  Faster	
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Particle	
  Learning	
  

•  Stochas-c	
  “survival	
  of	
  the	
  
fi@est”	
  algorithm	
  

•  Smoothing	
  and	
  learning	
  of	
  
streaming	
  data	
  on	
  the	
  fly	
  

•  	
  No	
  need	
  to	
  store	
  en-re	
  
dataset	
  on	
  memory	
  at	
  once	
  

•  Full	
  Bayesian	
  posterior	
  
inference	
  	
  

•  Highly	
  parallelizable	
  
•  Automa-c	
  anomaly	
  

detec-on	
  

	
  

	
  	
  
New	
  	
  	
  	
  	
  Data	
  

Par-cle	
  Set	
  

Evaluate	
  
Predic-on	
  

Resample	
  

Propagate	
  

•  We	
  demonstrate	
  the	
  u-lity	
  of	
  this	
  approach	
  in	
  the	
  context	
  of	
  email	
  
classifica-on	
  into	
  spam	
  or	
  not	
  spam,	
  using	
  the	
  public	
  email	
  corpus	
  PU1.	
  

•  PU1	
  consists	
  of	
  481	
  spam	
  and	
  618	
  legi-mate	
  email	
  messages.	
  
•  PU1	
  is	
  available	
  in	
  4	
  versions,	
  obtained	
  by	
  enabling	
  or	
  disabling	
  a	
  

lemma-zer	
  and	
  a	
  stop	
  list.	
  
•  We	
  compare	
  the	
  predic-ve	
  performance	
  of	
  three	
  par-cle	
  filter	
  models,	
  

summarized	
  in	
  the	
  table	
  below:	
  

	
  
	
  	
  

Particle Learning for Probabilistic Deterministic Finite Automata 3

✚✙
✛✘

✚✙
✛✘

✚✙
✛✘

✲ ✲ ✲

✻ ✻ ✻
✚✙
✛✘

✚✙
✛✘

✚✙
✛✘

❅
❅❅❘

❅
❅❅❘

❅
❅❅❘

st−1 st st+1

xt−1 xt xt+1

Fig. 1.1. State transition diagram for a probabilistic deterministic finite au-
tomata. The observables xt follow emission distributions indexed by the un-
derlying states st. The state transitions are deterministic given the previous
state and previous observation.

proach to parameter estimation.

1.2.1 Model Description

Let xt denote a categorical observable at time t. The PDFA model can be written
in hierarchical model form as follows:

xt|st, θ ∼ Multi(xt|1, θst) (1.1)

st|xt−1, st−1,π ∼ δπst−1,xt−1
(st) (1.2)

πs,x|α ∼ Multi(πs,x|1,α) (1.3)

θs|γ ∼ Dirichlet(θs|γ) (1.4)

where st denotes the associated hidden state at time t, θs parametrizes the emis-
sion distribution associated with state s, and δπs,x(st) represents the degenerate
distribution with mass at πs,x. Thus πs,x specifies the transition out of state s
after emitting x. The model is completed by specifying prior distributions for
each πs,x and θs, parametrized by α and γ respectively.

The state transitions are deterministic given the previous observable and pre-
vious state. Thus, if we assume the initial state is some known starting state,
then it is wholly artificial to represent the hidden state sequence, since every
subsequent state is simply a function of the previous state and the previous ob-
servable. The only parameters of the model are those θs that characterize the
emission distribution associated with each state, and the transition function, rep-
resented here as π. Finally, if θs is assigned a prior distribution that is conjugate
to the form of the emission distribution, as we have done here with the Multino-
mial/Dirichlet combination, then the posterior distribution of each θs will have
a closed form and it will be possible to effectively eliminate the parameter by
integrating the likelihood with respect to this posterior. Thus we are left only
with the task of conducting inference on the transition function π.

1.2.2 Parameter Estimation Using PL

In this section we derive a simple but highly effective particle learning algorithm
for performing inference on the PDFA transition function π. A few preliminary
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Distribu-on	
  of	
  AUC	
  measurements	
  obtained	
  from	
  a	
  10	
  fold	
  cross	
  valida-on	
  trial	
  to	
  compare	
  
the	
  performance	
  of	
  models	
  Mn1,	
  Mn2,	
  and	
  PDFA2.	
  

Sensi-vity	
  analysis	
  of	
  the	
  number	
  of	
  components	
  in	
  the	
  mixtures	
  
and	
  the	
  number	
  of	
  states	
  in	
  the	
  PDFA	
  using	
  the	
  lemm+stop	
  
version	
  of	
  the	
  PU1	
  dataset	
  and	
  including	
  only	
  the	
  subject	
  of	
  the	
  
email	
  messages.	
  The	
  colors	
  denote	
  the	
  mean	
  AUC	
  from	
  10-­‐fold	
  
cross	
  valida-on	
  trial,	
  and	
  the	
  number	
  within	
  the	
  cells	
  denote	
  
one	
  standard	
  devia-on	
  from	
  the	
  mean.	
  The	
  color	
  key	
  to	
  the	
  lef	
  
provides	
  a	
  mapping	
  of	
  the	
  color	
  to	
  AUC	
  value,	
  and	
  a	
  histogram	
  
showing	
  the	
  of	
  AUC	
  values.	
  

We	
  are	
  currently	
  pursing	
  the	
  following	
  improvements	
  to	
  this	
  framework:	
  
•  Paralleliza-on	
  of	
  par-cle	
  filters	
  to	
  increase	
  computa-onal	
  performance	
  
•  Inves-ga-on	
  of	
  the	
  computa-onal	
  vs.	
  predic-ve	
  tradeoff	
  
•  Nonsta-onary	
  mixtures	
  and	
  drif	
  detec-on	
  
•  Adap-ve	
  sampling	
  for	
  increased	
  performance	
  

•  Data	
  down-­‐sampling	
  
•  Data	
  distribu-on	
  among	
  parallel	
  par-cle	
  filters	
  

•  Strict	
  subclass	
  of	
  HMMs:	
  state-­‐space	
  model	
  characterized	
  by	
  
probabilis-cally	
  generated	
  observa-ons	
  and	
  determinis-c	
  
state	
  transi-ons	
  condi-onal	
  on	
  both	
  the	
  current	
  state	
  and	
  the	
  
current	
  observa-on	
  

•  Poten-ally	
  computa-onally	
  a@rac-ve	
  subs-tute	
  for	
  HMMs	
  for	
  
some	
  natural	
  language	
  applica-ons	
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